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Abstract—Rather than considering only one legitimate user
as in the existing works, we investigate multiple legitimate users
served by Alice using multicast millimeter wave communications
in this paper. Hybrid beamformers for the max-min fairness
problem are designed to maximize the minimum covert rate
between Alice and the legitimate users subject to the power
constraint for confidential signal (CS) and the covertness con-
straint. In particular, the fully-digital beamformers for the CS
and jamming signal are designed by temporarily neglecting
the hardware constraints from the constant envelop for phase
shifters and the limited number of RF chains, where a semi-
definite programming-based method and a successive convex
approximation (SCA)-based method are proposed. To approach
the fully-digital beamformers, hybrid beamformers are designed
subject to the hardware constraints, where an alternating
minimization method is proposed to iteratively optimize the
analog and digital beamformers. Simulation results show that
the proposed methods can achieve better covert communication
performance than the existing methods.

Index Terms—Covert communications, hybrid beamforming,
massive MIMO, millimeter wave (mmWave) communications,
multicast communications.

I. INTRODUCTION

Secure communications typically aim at maximizing the
secure rate between a transmitter named Alice and several
legitimate users, under the existence of a warden named
Willie. But in some circumstances, such as the battlefield,
higher security is needed to ensure that Willie cannot even
perceive the existence of wireless communications, which
motivates the development of covert communications [1].
On the other hand, millimeter wave (mmWave) massive
multiple-input and multiple-output (MIMO) communications
can form highly directional beams, which can concentrate the
transmit power accurately on some directions and improve
the security. In particular, the mmWave communications are
capable of supporting high-speed data rate, e.g., transmitting
large amounts of situational awareness data from the battle-
field. Sometimes, the control center needs to simultaneously
transmit such situational awareness data to multiple robots
or UAVs in a multicast mode, which motivates the study of
covert multicast mmWave communications.

The channel uncertainty, including the noise and fading,
has impact on the performance of covert communications [2],
[3], which is derived based on infinite channel uses. Then
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more-practically finite channel uses are considered [4], where
uniformly distributed random transmit power is adopted by
Alice to enhance the covert communications. To bring the
uncertainty to Willie, jamming signal (JS) is transmitted
aside of confidential signal (CS) [5]-[8]. In [5], a jammer
independent of both Alice and the legitimate user is consid-
ered. In [6], full-duplex mode is employed by the legitimate
user to better control the power allocated for the JS . Due
to the inherent security of mmWave commutations, covert
mmWave communications are studied in [7]-[9]. In [7], the
performance of covert communications is analyzed, where
Alice uses two independent antenna arrays to transmit the CS
and the JS, respectively. In [8], joint analog beamforming and
jamming optimization based on full-duplex mode is consid-
ered to maximize the covert rate. In [9], the beam training
duration, training power and data transmission power are
jointly optimized to maximize the covert rate while ensuring
the covertness constraint.

In this paper, different from the existing works that consider
only one legitimate user, we consider multiple legitimate users
served by Alice in a multicast mode. We design the hybrid
beamformers to maximize the minimum covert rate between
Alice and all the legitimate users subject to power constraint
for the CS and the covertness constraint. In particular, we
first design the fully-digital beamformers for the CS and JS
by temporarily neglecting the hardware constraints from the
constant envelop for phase shifters and the limited number of
RF chains, where a semi-definite programming (SDP)-based
method and a successive convex approximation (SCA)-based
method are proposed. Then we design the hybrid beamform-
ers to approach the fully-digital ones subject to the hardware
constraints, where an alternating minimization method is
proposed to optimize the analog and digital beamformers.

Notations: For a vector a, [a],, denotes its mth entry
and ||a|l2 denotes the ¢ norm. For a matrix A, [A],.,
denotes the entry on the mth row and nth column of A.
A = 0 indicates that A is a positive semi-definite matrix.
I}, denotes an L x L identity matrix. The functions E{-},
vec{-}, tr{-}, Re{-} and rank{-} denote the expectation,
vectorization, trace, real part of a complex-valued number and
rank of a matrix, respectively. CA/(0, o2) denotes the complex
Gaussian distribution with zero mean and the covariance
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being o2. Symbols C and ® denote the set of complex-valued
numbers and the Kronecker product, respectively.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a covert mmWave communication system,
including a transmitter Alice, K legitimate users and a warden
Willie. Alice is equipped with Ny(N; > K) antennas and
Ngr radio frequency (RF) chains, where the antennas are
placed in uniform linear arrays with half wavelength intervals.
The legitimate users and Willie are all equipped with a
single antenna. Suppose Alice wants to transmit the CS
simultaneously to K legitimate users in a single group by
covert mmWave communications, while Willie tries to detect
if these actions are performed. To confuse Willie, Alice keeps
on transmitting the JS aside of intermittent transmission of the
CS. The CS and JS are denoted as x. and xj, respectively,
satisfying E{|z.|?} = E{|z;|?} = 1. Then the composite
signal of CS and JS is denoted as s 2 [/ Pexe, vPraj]7T,
where P, and Pj denote the powers allocated to the CS and
JS, respectively. Supposing the maximum power that can be
allocated to the CS is denoted as Pep,ax, We denote the power
constraint for the CS as

Pc < Pcmax~ (1)

To introduce the uncertainty to the JS, Py obeys the uniform
distribution in [0, Pypax], Where Pyyax is the maximum
power that can be allocated to the JS. Since the hybrid
beamforming is generally adopted by mmWave massive
MIMO communications, the analog beamformer and the
digital beamformer for Alice are denoted as Fg € CNe*Nrr
and F € CNrr*¥2 ] respectively.

Then the signal received by the kth legitimate user for k =
1,2,..., K can be expressed as

yx = hi FrFs + np, 2

where 7, ~ CN(0,03) denotes the additive white Gaussian
noise (AWGN) and h;, € C™: denotes the channel vector
between Alice and the kth legitimate user. According to
the widely used Saleh-Valenzuela channel model, hj, can be
expressed as

Ny &
hy = \/L—;Z/\S)a(i\k,w;ﬁ”% 3)
=1

where L denotes the total number of channel paths between
Alice and the kth user. A,(cl) and ap,(cl) denote the channel
gain and channel angle of departure (AoD) of the [th path,
respectively, for [ = 1,2, ..., L. The channel steering vector
as a function of antenna number N and channel AoD ¢ is
defined as

1 4 . T
a(N,<p)é\/—ﬁ[l,e”‘",...,ej(N_l)m’ R

Similarly, the signal received by Willie can be expressed
as

Yw = hy FRFps + 1, 5

where 7y, ~ CN(0,02) denotes the AWGN and h,, € CM
denotes the channel vector between Alice and Willie. Then
h,, can be expressed as

Ly—1
_ M N0 (0
hy = E(Awa(Nt,ww)Jr > APV, 0l )), (6)

=1

where L, denotes the total number of channel paths between
Alice and Willie. Ay, and ¢y, denote the channel gain and
channel AoD of the line-of-sight (LOS) path, respectively;
while )\‘(,\l,) and <p‘(,\l,) denote the channel gain and channel AoD
of the /th non-line-of-sight (NLOS) path, respectively, for | =
1,2,..., Ly — 1. In practice, Alice might know the direction
of Willie, i.e., ¢y is known, while the other parameters of
h, are unknown.

Since the CS and JS are independent, we have

Fy = [fgc ng} , Fr = [Fro, Fry (7

where fpc € CNRC and fgy € CV®J are digital beamformers
dedicated for the CS and JS, respectively; and Frc €
CNeXNre and Fry € CNe*NrJ are analog beamformers
dedicated for the CS and JS, respectively. Moreover, we have
Nrc + Nrj = Ngrr. Suppose the transmission period is
divided into M time slots, during which the channels keep
constant. Then the CS and JS at the ith time slot can be
denoted as x.[¢] and x;[i], respectively; while the signal
received by Willie and the AWGN are denoted as y[i] and
nw|i], respectively, for i =1,2,..., M.

The detection of Alice’s signal transmission by Willie
can be classified as a binary hypothesis testing problem.
Hypothesis Hg represents that Alice only transmits the JS,
while hypothesis 71 represents that Alice transmits both the
CS and JS. Then we have

Ho : ywli] = /PyhTw;sz;[i] 4+ ne[i], (8)
Hi:ywli] = v Pchgwcxc [i] + v PJhaJxJ[i] + Nwli],
)
where
we £ Frefpe, wy £ Fryfe) (10)

are defined as the beamformers to transmit the CS and JS,
respectively, and satisfy

well3 =1, (11)
w3 = 1. (12)

Willie performs the likelihood ratio test as

A 1 M 42 D
T:MZ@W[ZH Dgr, (13)
=1

0

where Dy and D; represent the decision of Willie under H
and H,, respectively, and 7 is the optimal detection threshold.
By assuming that Willie has sufficient time to accumulate the
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energy, e.g., M — oo, we can rewrite 7" under Ho and #;
as

To = Pylhqw;|* + o2, (14)
T, = P|hTw.|> + Ps|hTw;|? + o2, (15)

respectively [3]. To measure the detection performance of
Willie, we denote the overall detection error probability as

Pe £ Pra + Pu, (16)

where Pra £ Pr(D; = Hi|Ho) and Pyp 2 Pr(Dy =
Ho|H1) denote the false alarm probability and the missed
detection probability, respectively.

In the worst case, Willie has a perfect knowledge of h.,.
Then Ppa and Pyp can be calculated by (17) and (18),
respectively, based on the condition that P; obeys the uniform
distribution in [0, Pjmax]. If P. = 0, both (17¢) and (18a) are
satisfied and therefore we have Pyax|hiw;|? < P.|hlw.|?.
However, it means Willie can always correctly detect the
states of the signal transmission of Alice. To ensure P, # 0,
it is required by Alice that

Prmax|hIw;|> > P.|hTw,|?. (19)

Since the LOS component is much stronger than the NLOS
components in mmWave communications, i.e., |Ay| > |)\‘(Al,)|
forl =1,2,..., Ly, we may substitute (6) into (19) and then
approximate it by

Prmax|@T (N, ou)w; | > Po|a™ (N, pw)we|*. (20)

Based on (19), we may rewrite P, as (21), where the
optimal 7 achieving the minimal P, can be obtained in (21b).

Therefore, by substituting (6) into (21b) and neglecting the
NLOS components, Alice can estimate P, by

. P.laT (N 2
Po=1-— el (Vi o) . 22)
PJmax‘aT(Nta Sow)wJ|

The signal to interference-plus-noise ratio (SINR) of the
kth legitimate user, for £ = 1,2,--- , K, can be expressed as

A P0|hgw0|2

B T 23
Py|hfw;|? + o} 23)

Yk
Note that there is no multiuser interference in (23) since Alice
transmits the CS to K legitimate users in a multicast mode.
Then we can obtain the covert rate between Alice and the kth
legitimate user as Ry = logy(1 + 7). The max-min fairness
(MMF) problem that maximizes the minimum covert rate
between Alice and all K legitimate users subject to power
constraint for the CS and the covertness constraint can be
expressed as the following optimization problem in terms of
w,., wy and P, as

max_ min Ry, (24a)

we,wy, P
st. Po>1—c¢ (24b)
(D), (11), (12), (24¢)

where € € (0, 1) denotes the requirement of the covertness.
III. BEAMFORMING DESIGN FOR COVERT MULTICAST
MMWAVE COMMUNICATIONS

In the first subsection, we design the fully-digital beam-
formers for the CS and JS by temporarily neglecting the

1, T < JV2V (17a)

T—0
Pea=Pr(Tp>71)=¢ 1 - —— % 2 <1 <02 + Prnax|hlw;s|? 17b
FA r( 0= T) -PJmax|h;£wJ|2 Tw =T T - Jma ‘ WwJ‘ ( )
0, 7 > 02 + Pymax|hlw;|? (17¢)
0, T < 02 + P|hlw|? (18a)

7 —02 — P|hlw.|?
PJmax|h£wJ|2

Pup =Pr(Th < 7) =

) 02 + P.|hfwc|? <7 <02 + P.|hlw|* + Pimax|hiw;|? (18b)

1, T > U§,+Pc|h£wc|2—|—PJmaX|h£wJ|2 (18¢)
2
T—0O
1—— "% 2 < 7 <02 4 P.|hTw,|? 21
PJmaX|h;5wJ|2 Ow ST ow T | w W | (21a)
Pelhjwe|® 2 T, |2 2 Top |2
Pe: 1-— W, UW+PC|thC‘ §T<UW+PJmax|hwa| (21b)
7 —02 — P.|hTw,.|?
¥ s 03V+ijax|h$wj|2 ST<0'3,+Pc|h$wcl2+PJmaX|h;l;wJ|2 (21¢)
PJmax‘h\'{;wJ‘z
1, else (21d)
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hardware constraints from the constant envelop for phase
shifters and the limited number of RF chains. In the second
subsection, we design the hybrid beamformers to approach
the fully-digital ones subject to the hardware constraints.

A. Fully-digital Beamformer Design

It is difficult to directly solve (24), since w.,wj and P
are coupled in (22) and (23).
Based on (22), (24b) can be rewritten as

P, < g(we, wy) (25)

where g(w.,w;) defined as a function of w. and wj is
expressed as

6-PJmax|C“T(Afh QDW)U)J |2
‘2

AL

g('LUC, wJ) (26)

|aT (N, pw)we
Note that (23) monotonically increases with P.. Then com-
bining (25) and (1), the optimal P, is

f)c = IniIl{PcmaX7 g(’UJC, wJ)} (27)

Since it is not clear whether Pepax or g(we, wjy) is larger,
maximizing (23) requires that

max g(we, wy). (28)

We,WJ

Then the optimization of P, is converted into that of w, and
wj.

To maximize (23), we need maximizing |hjw.|* and
minimizing |kl w;|?, for k = 1,2,..., K. Since N; > K,
there are feasible solutions for

hfwy=0, k=1,2,--- K. (29)

Then the optimization of wj; and w, is decoupled. (24) is
converted into the following two independent optimization
problems as

max |a (N, pu )w; | (30a)
wy
st. (12),(29), (30b)
and

hilw.|?

max min %, (31a)
we k 0L

st [@T(Ny, pw)we|” =0, (31b)
(11), (31o)

where (30a) and (31b) are based on (28) and the transforma-
tion from (24a) to (31a) is based on (29).
We first deal with the optimization problem (30). Define

H.= [hy,hy,---  hi]" (32)
Then the constraint (29) in (30b) can be rewritten as
H.w; =0, (33)

which is also called nullforming. The solution of w; for (33)
can be obtained by
wy = Wji€; (34)

where
W; 2 Iy, - HYH.HY) 'H, (35)

represents the nullspace of H. and &5 € CN¢ denotes a
weight vector. Then (30) can be converted into

2

max la™ (N, ow) Wik, (36a)
J

st ||[Wigs|2 =1, (36b)

whose solution is denoted as §J. Then based on (34), the

designed fully-digital beamformer for the JS is

WJWJHa*(Nta @w)
IWiWilar (N, ow)ll2

Wy = Wyky = (37)

Then we deal with the optimization problem (31). To
satisfy (31b), similarly as (35), we denote the nullspace of
a(Ny, pw) as

We £ In,—a" (Ne, ou) (@ (Ne, pu) ™ (Ni, o))~ (Ve o).

(38)
By performing Schmidt orthogonalization on W, we obtain
W,. € CNex(Ni—1) whose columns are mutually orthonor-
mal. Then the solution of w. can be obtained by

We = Wocgm (39)
and (31) can be converted as
hT 2
max min 7| °k§C| , (40a)
&k oj
s.b. [[€ell2 =1, (40b)

where ho, = W.Eh,. In fact, (40) can be rewritten as

max t (41a)
Xt

st tr{QrXc} >, tr{Xc} =1, Xc =0, (41b)

rank{X.} =1, (41¢)

where Q) £ ki hY /o2 and X, £ ¢.£5. By temporarily
omitting (41c), we can solve (41) by SDP at first; and
then we consider (41c) by taking a Gaussian randomization
or eigen-decomposition on the SDP solutions to find an
approximate solution for (41). However, the performance of
such approximation deteriorates when /V; is large [10], e.g.,
mmWave massive MIMO with large antennas arrays.
Note that (40) is equivalent to

Hglai( t (42a)
s.t. E1Quéc > t, (42b)
€]z <1, (42¢)

which is a nonconvex problem due to (42b). Therefore, we
resort to successive convex approximation (SCA) method.

We define f(€.) = £1Q€. and make a first-order Taylor

expansion on £§") with the following equality as

F(&e) 2(€7)"Quel™ + 2Re{(65) " Quée — (€)' Quel™ }
=2Re{(60")"Quéc} — (60)" Quel™, 43)
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where 55") represents the value of &. at the nth iteration.
Then we substitute (42b) by

2Re{ () 1Qpé.} —

which leads (42) to be a second-order cone programming
(SOCP) problem. The obtained solution E((;nH) can be used
for the (n + 1)th iteration. We may simply initialize Séo) to
be a vector with all the entries being 1/1/N; to satisfy (42c).
We can run the iterations until a stop condition is satisfied,
where the stop condition can be set as a predefined number
of iterations. Suppose the obtained solution of (42) by the
SCA method is &.. Based on (11) and (39), the designed

fully-digital beamformer for the CS is
'IBC OCSC (45)

||WOC£C||2

B. Hybrid Beamformer Design

S(n) HQ S(n) > t, (44)

Given wj in (37) and W, in (45), in the following we will
further consider the hybrid beamformer design subject to the
hardware constraints, including the constant envelop for the
phase shifters and the limited number of RF chains.

The hybrid beamforming design for the JS in terms of
analog beamformer Fgrjy and digital beamformer fgjy is
essentially to approach wj subject to the hardware constraints
and can be expressed as

Flgll]{l @ — Fryfesl (46a)
| Fryfesll3 =1, (46b)
|[Frilpq| = 1, VP, (46¢)

We may temporarily omit (46b) and rewrite (46) as
Flglm |y — Fryfeill (47a)
s.t. HFRJ]p,q} =1, V¥p,q, (47b)

because we can multiply fp; by a constant to satisfy (46b) af-
ter fpy is obtained from (47). Now we propose an alternating
minimization method to optimize Frj and fgj for (47).

1) Given Fgrj, the optimization of fgpj in (47) can be
expressed as

min | Wy — Fryfesl3 (48)
fBJ
whose solution is
fo1 = (FESFry)™

2) Given fpy, the optimization of Frj in (47) can be
expressed as

'FRhw;. (49)

min [|@; — Fri fei[3, (50a)
Fry
st |[Fralpa| = 1, Wp.g, (50b)
which can be equivalently transformed into
min [[@; — (fg; ® In)vec{Fri}ll3,  (S1a)
RJ
st |[Fralp| = 1, Vp,g, (51b)

Algorithm 1 Hybrid Beamforming Design based on SCA for
Covert Multicast mmWave Communications
1: Input: {hy,k=1,2,..., K}, Pimax> Qws €

Obtain H, via (32).

Obtain Wy via (35).

Obtain w; via (37).

Obtain &, by solving (42).

Obtain w,. via (45).

while stop condition is not satisfied do

Given FRj, we determine fp; by (49).
Given fpj, we determine FRry by solving (51).

end while

: Normalize fgj by (52).

12: Replace wjy, Fry and fgy in (46) by w,, Frc and fpc,
respectively, and then solve it by the similar steps as those
from 7 to 11.

13: Determine P via (53) and (27).

14: Output: FRC, ch, Frj, fBy, and P

R A A i

—_ =
- o

so that the Riemannian manifold optimization can be
applied to get the solutions.

We iteratively perform the alternating optimization of Fgj
and fpy as described in aforementioned step 1) and step 2),
respectively, until satisfying a stop condition, which can be
set as a predefined number of iterations. Supposing we obtain
Frj and fp; after finishing the alternating minimization
method, we can normalize fp; by
fB J <~ # (52)
| Frsfoill3
to satisfy (46b).

The hybrid beamforming design for the CS in terms of
analog beamformer Frc and digital beamformer fpc is
similar. We can replace wj, Fry and fgy in (46) by we,
FRc and fpc, respectively, and then perform exactly the same
alternating minimization and normalization to obtain Frc and
jjiteR

According to (26), we can compute

€Pymax|a™( Nta@w)ﬁRIfBﬂQ

9(Fre foc, Frifey) =
laT( Nt,ww)FRchc’

(53)
Then we replace g(we,wjy) in (27) by 9(Fre fac, Fryfsy)
to obtain F.. o _ _ _

Finally, we output P., Frc, fsc, Fry and fgj as the
allocated power for the CS, the designed analog beamformer
for the CS, the designed digital beamformer for the CS, the
designed analog beamformer for the JS, and the designed
digital beamformer for the JS, respectively. The detailed steps
of the proposed hybrid beamforming design algorithm based
on the SCA and alternating minimization methods are summa-
rized in Algorithm 1. Note that the only difference between
the hybrid beamforming design algorithm based on SDP and
Algorithm 1 is step 5, where we obtain &, by solving (41)
and (42) for the former and the latter, respectively.
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Fig. 1. Comparisons of minimum covert rate of all legitimate users under
different Py, for three methods.
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Fig. 2. Comparisons of minimum covert rate of all legitimate users under
different Peomax for three methods.

IV. SIMULATION RESULTS

We assume Alice equipped with Ny = 128 antennas serves
K = 3 legitimate users. Each legitimate user or the warden
Willie is equipped with a single antenna. Alice uses Nrc = 2
RF chains to transmit the CS to the legitimate users, while
using Nrj = 1 RF chain to transmit the JS to Willie. The
channels between Alice and each legitimate user (or Willie)
are supposed to include Ly = 3 (or Ly, = 3) channel paths,
where the channel gain of the LOS path obeys A; ~ CA/(0,1)
and that of the two NLOS paths obey A2, A3 ~ CA(0,0.01).

In Fig. 1, we evaluate the minimum covert rate of all legiti-
mate users under different Py, for three different methods,
including the SCA method, the SDP method, and the two-step
method [11] for the fully-digital beamforming design; while
we use the same alternating minimization method for the
hybrid beamformer design. Different covertness requirements,
including ¢ = 0.001 and ¢ = 0.01, are considered. We fix
Pemax = 10W. From the figure, the SCA method achieves the
largest minimum covert rate among three methods, while the
two-step method outperforms the SDP method. For the same
method, higher covertness requirement, i.e., smaller €, leads
to worse performance of minimum covert rate. Moreover, as
Piymax increases, the minimum covert rate first grows and
then falls. In fact, when Py, .. increases from -40 dBW to
-20dBW providing larger JS power, the same covertness

requirement can support larger P, and higher covert rate until
P. = P.ax. When Py further increases from -15dBW,
the JS interference on the CS gets larger but P, can no longer
increase, resulting in the drop of the minimum covert rate.
When Py, is large enough, e.g., 5SdBW, the JS achieves
higher covertness requirement than that of € and therefore
causes the curves using the same method and different e
overlap.

In Fig. 2, we evaluate the minimum covert rate of all
legitimate users under different P, for three different
methods, including the SCA method, the SDP method, and
the two-step method. We fix Pypnax = 0.1W. When P ax
increases from -10dBW to 10dBW, P, gets larger and
leads to growing minimum covert rate. When Py, .y further
increases from 15dBW, the covertness requirement restricts
the further increasing of P, and makes the curves flat.

V. CONCLUSION

In this paper, we have considered hybrid beamforming
design for covert multicast mmWave communications. Our
future work will be continued with the focus on joint beam-
forming and power allocation.
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