
IEEE COMMUNICATIONS LETTERS, VOL. 27, NO. 5, MAY 2023 1287

Covert Millimeter Wave Communications Based on Beam Sweeping
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Abstract— The combination of millimeter wave (mmWave)
and covert communications can ensure high security for some
specific circumstances. Instead of considering the covertness
only in the data transmission (DT) phase for mmWave massive
MIMO systems, the covertness in both the beam alignment (BA)
phase and the DT phase is investigated. As a common beam
training method for mmWave massive multiple-input multiple-
output (MIMO), beam sweeping is adopted to obtain the optimal
beam pair in the BA phase. Aiming at maximizing the average
effective achievable covert rate in the DT phase, a two-stage
power optimization scheme is proposed subject to the covertness
and power constraints in both the BA and the DT phases.
Specifically, by introducing a covertness allocation factor, closed-
form expressions of the transmit power in both phases are
derived according to the likelihood function of the received signal.
Simulation results demonstrate that the average covert rate of
MIMO is larger than that of multiple-input single-output (MISO)
although the BA success rate of the former is lower than that of
the latter.

Index Terms— Beam sweeping, covert communications, mas-
sive multiple-input multiple-output (MIMO), millimeter wave
(mmWave) communications, power optimization.

I. INTRODUCTION

WITH the continuous evolution of artificial intelligence
and big data technologies, the amount of new data

generated every day around the world is growing exponen-
tially while wireless communication networks are playing
an increasingly important role. Meanwhile, the security of
wireless communication networks such as Internet of Things
(IoT) and Internet of Vehicles (IoV) is receiving extensive
attention from academia and industry [1]. Due to the large
bandwidth and high directivity of millimeter wave (mmWave)
communications and the marvelous spectral efficiency of mas-
sive multiple-input multiple-output (MIMO), mmWave mas-
sive MIMO is considered as one of the key technologies for
the next-generation mobile communications [2], [3]. On the
other hand, covert communications can hide the existence of
wireless communications, which can effectively improve the
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security [4]. The above two aspects motivate the study of
covert mmWave wireless communications.

The covert mmWave communication system is first studied
from the perspective of communication principle, where the
advantages of covert mmWave communications compared
to the conventional low-frequency counterparts are demon-
strated [5]. In [6], a legitimate user working in full-duplex
mode and a warden operating in half-duplex mode are con-
sidered, where the covert rate for both single and multiple
data streams are maximized by jointly optimizing the hybrid
beamforming, transmit power and analog jamming. In [7],
a multicast mmWave multiple-input single-output (MISO)
system with multiple legitimate users is investigated, where
the minimum covert rate is maximized subject to the power
and covertness constraint. In [8], an unmanned aerial vehi-
cle (UAV)-aided covert mmWave communication system is
considered, where the number of beams, transmit power and
flight altitude of the UAV are jointly optimized to maximize
the average throughput subject to a covertness constraint.
Nevertheless, the above studies consider the covertness only
in the data transmission (DT) phase of the mmWave massive
MIMO while the beam alignment (BA) phase also has a risk
of exposing the communication process. In [9], the beam
training duration, training power and data transmission power
are jointly optimized to maximize the effective covert rate
under the covertness constraint, where the average effective
achievable covert rate in the case of beam misalignment is
omitted and the generalized flat-top beam and single-path line
of sight (LOS) channel are considered.

In this letter, we further investigate the covertness in both
the BA and the DT phases for mmWave massive MIMO
system. The main contributions of this letter are summarized
as follows. 1) Based on [9], we further consider the discrete
Fourier transform (DFT) codebook, the multipath mmWave
MIMO channel, and the average effective achievable covert
rate in the case of beam misalignment. 2) The transmit power
is optimized separately for the BA and the DT phases and the
closed-form expressions of the transmit power in both phases
are derived.

Notations: Symbols for vectors (lower case) and matrices
(upper case) are in boldface. For a vector a, [a]m, aH and
∥a∥2 denote its mth entry, conjugate transpose and l2-norm,
respectively. D(A||B) denotes the relative entropy of A to B.
IK denotes an K × K identity matrix. CN (p, σ2) denotes
the complex Gaussian distribution with the mean being p and
the variance being σ2. Symbol C denotes the set of complex-
valued numbers. |x| denotes the modulus of complex number
x. a mod b denotes the remainder of a to b.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a downlink narrowband single-user covert
mmWave communication system, including a base station
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Fig. 1. System model of covert mmWave wireless communications based
on beam sweeping.

Alice, a legitimate user Bob and a warden Willie. Alice and
Bob are equipped with Nt and Nr antennas which are placed in
uniform linear arrays (ULAs) with half wavelength intervals.
Note that Willie is always greedy and nimble and is assumed to
be equipped with a single antenna to monitor omni-directional
signal [9]. As shown in Fig. 1, we consider a complete
mmWave wireless communication process, including the BA
and the DT phases. Note that the coincidence of Willie’s and
Bob’s azimuths relative to Alice is not considered, which
is to ensure that the azimuth difference between Willie and
Bob relative to Alice is greater than the minimum mainlobe
coverage of Alice’s transmit beam.

According to the widely used Saleh-Valenzuela (SV) nar-
rowband channel model [10], the channel Hab ∈ CNr×Nt

between Alice and Bob can be expressed as

Hab =

√
NtNr

L(ab)

L(ab)∑
l=1

α
(ab)
l a(Nr, φ

(ab)
l )aH(Nt, ϕ

(ab)
l ), (1)

where L(ab) denotes the number of multipath components
(MPCs) between Alice and Bob. α

(ab)
l , φ

(ab)
l and ϕ

(ab)
l

denote the complex gain, angle of arrival (AoA) and angle
of departure (AoD) of the lth MPC, respectively. a(N, ϕ) is
the channel steering vector defined as

a(N, ϕ) ≜
1√
N

[1, ejπϕ, . . . , ej(N−1)πϕ]T, ϕ ∈ [−1, 1]. (2)

We assume that Alice and Bob can communicate at most
n symbols during a time frame in which the channel remains
quasi-static. Meanwhile, beam sweeping is adopted to accom-
plish BA. Note that the beam sweeping aims at finding the
beam pair best fit for Hab, instead of directly estimating Hab.
During the BA phase, the received signal of Bob in the mth
beam training can be expressed as

[yBA
ab ]m =

√
Paf

H
mHabwm[xp]m + zb, m ∈ [1 : M ], (3)

where yBA
ab ∈ CM×1 denotes Bob’s received signal vector,

Pa denotes the transmit power of Alice, xp ∈ CM×1 with∣∣[xp]m
∣∣ = 1 denotes the beam training symbol vector, and

zb ∼ CN (0, σ2
b) denotes the additive white Gaussian noise

(AWGN) at Bob in the BA phase. wm ∈ CNt×1 and fm ∈
CNr×1 denote the codewords which are selected by Alice
and Bob from their codebooks, respectively, and then used
for the mth beam training. M ≜ MaMb is the number
of all beam pairs tested by beam sweeping, where Ma and
Mb denote the size of Alice’s and Bob’s DFT codebook,
respectively. Note that the DFT codebook is more popularly
used than the generalized flat-top beam [9] in mmWave MIMO

communications, since the former achieves better covertness
than the latter with larger beam gain and narrower beamwidth.

The DFT codebook U of size Ma can be expressed as [10]

U ≜ [a(Ma, θ0), a(Ma, θ1), . . . ,a(Ma, θMa−1)], (4)

where θi = −1+(2i+1)/Ma, i = 0, . . . ,Ma−1. Each column
in U is a codeword with beamwidth being 2/Ma and the Ma

codewords uniformly cover the angular space of [−1, 1].
We define the resulted optimal beam pair index obtained by

beam sweeping as

m̂ = arg max
m∈[1:M ]

∣∣[yBA
ab ]m

∣∣. (5)

Therefore, the received signal of Bob in the DT phase can
be expressed as

yDT
ab =

√
PbfH

m̂Habwm̂xd + zb, (6)

where Pb is the transmit power of Alice in the DT phase and
xd ∼ CN (0, 1) is the effective data symbol.

Then the average effective achievable covert rate can be
expressed as

R =
(

n− nBA

n

)
log2

(
1 +

Pb

∣∣fH
m̂Habwm̂

∣∣2
σ2

b

)
, (7)

where nBA = M = NtNr is the number of symbols used
in the BA phase. Note that (7) includes the average effective
achievable covert rate even in the case of beam misalignment,
e.g., in the case that the noise power is much larger than the
signal power.

Similarly, the received signal of Willie in the BA and the
DT phases can be expressed as

[yBA
aw ]m =

√
Pahawwm[xp]m + zw, m ∈ [1 : M ], (8)

yDT
aw =

√
Pbhawwm̂xd + zw, (9)

where zw ∼ CN (0, σ2
w) denotes the AWGN at Willie. haw ∈

C1×Nt denoting the channel between Alice and Willie, can be
expressed as

haw =

√
Nt

L(aw)

L(aw)∑
l=1

α
(aw)
l aH(Nt, ϕ

(aw)
l ), (10)

where L(aw) denotes the number of MPCs between Alice and
Willie. α

(aw)
l and ϕ

(aw)
l denote the complex gain and the AoD

of the lth MPC, respectively.
Willie’s detection of Alice’s signal transmission can be

classified as a binary hypothesis testing problem. It can be
expressed as {

H0 : yaw = zw,

H1 : yaw = s + zw,
(11)

where yaw ∈ Cn×1 denotes the received signal vector of
Willie, s ∈ Cn×1 denotes the leaked signal vector of Alice
during the BA and the DT phases and zw ∈ Cn×1 is the
channel noise vector. H0 denotes the null hypothesis and
H1 denotes the alternative hypothesis [9].
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Willie needs to perform the binary judement D0 and D1.
We assume thatH0 andH1 have the same prior probability [4].
Then the overall detection error probability is

ξ =
α + β

2
, (12)

where α ≜ Pr(D1 = H1|H0) denotes the false alarm
probability and β ≜ Pr(D0 = H0|H1) denotes the missed
detection probability.

Assuming that the minimum overall detection error proba-
bility is ξ∗, we can express the covertness constraint as

ξ∗ ≥ 1− ϵ, (13)

where ϵ > 0 represents the requirement of the covertness.
According to the Pinsker’s inequality [9], the above covert-

ness constraint can be converted into

D(P0||P1) ≤ 2ϵ2, (14)

where P0 and P1 denote the likelihood function (LF) of
Willie’s received signal under H0 and H1, respectively.

By introducing a covertness allocation factor K ∈ [0, 1], the
optimization problem of the BA phase is expressed as

max
Pa

R, (15a)

s.t. D(PBA
0 ||PBA

1 ) ≤ 2Kϵ2, (15b)

Pa ≤ PBA
max, (15c)

where PBA
max is the maximum transmit power in the BA phase,

PBA
0 and PBA

1 denote the LF of nBA received symbols by
Willie under H0 and H1, respectively.

Note that the expression of the average effective achievable
covert rate R in (7) doesn’t have parameter Pa, but Pa has
an influence on R obviously. In particular, larger Pa can
improve the BA success rate [10], which further enhances
the beamforming gain and increases the average effective
achievable covert rate. Accordingly, (15) can be rewritten as

max
Pa

Pa, (16a)

s.t. D(PBA
0 ||PBA

1 ) ≤ 2Kϵ2, (16b)

Pa ≤ PBA
max. (16c)

Similarly, the optimization problem of the DT phase can be
expressed as

max
Pb

R, (17a)

s.t. D(P0||P1) ≤ 2ϵ2, (17b)

Pb ≤ PDT
max, (17c)

where PDT
max is the maximum transmit power in the DT phase

and (17b) indicates that the covertness constraint of both the
BA and the DT phases should be taken into consideration in
the DT phase.

III. TWO-STAGE POWER OPTIMIZATION SCHEME

In this section, we propose a two-stage power optimization
scheme for (16) and (17) and give a closed-form solution to
Pa and Pb.

During the BA phase, the elements of yBA
aw are i.i.d. ∼

CN (0, σ2
w) under H0, where Willie only receives the noise

signal. Hence, we have

PBA
0 =

nBA∏
i=1

1
πσ2

w

e
−

∣∣[yBA
aw ]i

∣∣2
σ2
w . (18)

Note that the noise variance of haw is assumed to be known,
i.e., the noise uncertainty is not considered in this letter and
the system’s uncertainty to Willie can be ensured by the finite
number of transmit symbols. It has already been proved that
the optimal number of transmit symbols is the maximum
number of symbols which can be transmitted during a time
frame [11].

Similarly, Willie can receive both Alice’s beam training
symbols and the noise signal under H1. Hence, the elements of
yBA

aw are i.i.d. ∼ CN (pi, σ
2
w) under H1. Consequently, we have

PBA
1 =

nBA∏
i=1

1
πσ2

w

e
−

∣∣[yBA
aw ]i−pi

∣∣2
σ2
w , (19)

where pi =
√

Pahawwi, and wi is the codeword from Alice’s
codebook and used to transmit the ith training symbol.

According to [9], both
∣∣[yBA

aw ]i
∣∣2 and

∣∣[yBA
aw ]i − pi

∣∣2 obey
noncentral chi-squared distribution with degrees of freedom
(DoFs) k = 2. As a result, (16b) can be converted into

D(PBA
0 ||PBA

1 ) = EPBA
0

{
lnPBA

0 − lnPBA
1

}
(20a)

=
∑nBA

i=1 p2
i

σ2
w

≤ 2Kϵ2, (20b)

where EP{r} denotes the mathematical expectation of r under
the LF P .

By substituting (20b) into (16),we can rewrite (16) as

max
Pa

Pa, (21a)

s.t.
∑nBA

i=1 p2
i

σ2
w

≤ 2Kϵ2, (21b)

Pa ≤ PBA
max. (21c)

Note that the left hand side (LHS) of (21b) can be further
derived as∑nBA

i=1 p2
i

σ2
w

=
∑NtNr

i=1 Pa

∣∣hawwf(i)

∣∣2
σ2

w

(a)
=

NrPa∥haw∥22
σ2

w

, (22)

where

f(i) ≜

{
Nt, if i mod Nt = 0,

i mod Nt, else.
(23)

In particular, (a) can be derived by
NtNr∑
i=1

∣∣hawwf(i)

∣∣2 = ∥hawW ∥22 = hawWW HhH
aw

= NrhawhH
aw = Nr∥haw∥22, (24)
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where W ≜ [W 1, W 2, . . . ,W Nr ] and W 1 = W 2 = . . . =
W Nr = [w1, w2, . . . ,wNt ]. Obviously, we have W jW

H
j =

INt for j = 1, 2, . . . , Nr and consequently WW H = NrINt .
Hence, the solution of Pa for (21) can be obtained by

Pa = min
(

PBA
max,

2Kϵ2σ2
w

Nr∥haw∥22

)
. (25)

Note that we only need ∥haw∥2 instead of knowing haw,
where ∥haw∥2 can be determined according to [6].

For the optimization of Pb in (17), we need to consider the
observations over the entire time frame, i.e., n symbols. The
LF of Willie’s received signal under H0 can be expressed as

P0 = PBA
0 × PDT

0 =
n∏

i=1

1
πσ2

w

e
−

∣∣[yaw]i

∣∣2
σ2
w , (26)

where PDT
0 is the LF of the received signal in the DT phase

under H0 and yaw ∈ Cn×1 is the received signal vector over
the entire time frame.

Because the effective data symbol xd ∼ CN (0, 1), the
elements of yDT

aw ∈ C(n−nBA)×1 under H1 are i.i.d. ∼
CN (0, σ2

w + Pb

∣∣hawwm̂

∣∣2). Then the LF of yDT
aw can be

expressed as

PDT
1 =

n∏
i=nBA+1

1

π(σ2
w + Pb

∣∣hawwm̂

∣∣2)e−g(i), (27)

where

g(i) ≜

∣∣[yDT
aw ]i

∣∣2
σ2

w + Pb

∣∣hawwm̂

∣∣2 . (28)

In this way, the LF of Willie’s received signal under H1 over
the entire time frame can be expressed as

P1 = PBA
1 × PDT

1 . (29)

Accordingly, the relative entropy of P0 to P1 is

D(P0||P1) = (n− nBA) ln
(

1 +
Pb

∣∣hawwm̂

∣∣2
σ2

w

)
+D(PBA

0 ||PBA
1 )− (n− nBA)

2
σ2

w

+ (n− nBA)
2

σ2
w

σ2
w

σ2
w + Pb

∣∣hawwm̂

∣∣2 . (30)

By substituting (30) into (17b) and then introducing

δ ≜
2ϵ2 −D(PBA

0 ||PBA
1 )

n− nBA
, (31)

x ≜ 1 +
Pb

∣∣hawwm̂

∣∣2
σ2

w

≥ 1, (32)

we can convert (17b) into

ln(x) +
2

σ2
w

1
x
≤ 2

σ2
w

+ δ. (33)

Using a second-order Taylor expansion at x = 1 on the LHS
of (33), we can convert (33) into

(
2

σ2
w

− 1
2
)x2 + (2− 6

σ2
w

)x +
6

σ2
w

− 3
2
≤ 2

σ2
w

+ δ. (34)

Algorithm 1 Two-Stage Power Optimization
1: Input: Nt, Nr, n, ϵ, K, Q, PBA

max, P
DT
max.

2: Generate the DFT codebooks for signal transmitting and receiv-
ing. Set nBA = NtNr.

3: Initialize the channel SNR κab and κaw.
4: Calculate σ2

b and σ2
w.

5: Obtain Pa based on (25).
6: Obtain Pb based on (39).
7: Output: Pa, Pb.

Fig. 2. BA success rate of different scenarios.

By solving the unary quadratic inequality of (34), we have

x ≤ 3t− 2 +
√

∆
2t− 1

, (35)

where t = 2/σ2
w and ∆ = t2 + (4δ − 2)t + 1− 2δ.

Based on (32), we have

Pb ≤
3t−2+

√
∆

2t−1 σ2
w − σ2

w∣∣hawwm̂

∣∣2 . (36)

According to the Cauchy-Schwarz inequality [12], the denom-
inator of the right hand side (RHS) of (36) can be scaled to∣∣hawwm̂

∣∣2 ≤ hawhH
awwm̂wH

m̂ = hawhH
aw = ∥haw∥22. (37)

Subsequently, (36) can be converted into

Pb ≤
3t−2+

√
∆

2t−1 σ2
w − σ2

w

∥haw∥22
. (38)

By introducing a scaling factor Q ∈ (0, 1], the solution of
Pb for (17) can be obtained by

Pb = min
(

PDT
max,

3t−2+
√

∆
2t−1 σ2

w − σ2
w

Q∥haw∥22

)
. (39)

Note that the choice of Q is related to Nt. Larger Nt

causes bigger mainlobe gain and smaller sidelobe gain of
the DFT codeword, which further decreases the value of∣∣hawwm̂

∣∣2/∥haw∥22. Therefore, a small Q is preferred.
The detailed steps of the two-stage power optimization

scheme are summarized in Algorithm 1.

IV. SIMULATION RESULTS

To evaluate the system performance, the channel between
Alice and Bob (or Willie) is supposed to have three MPCs,
i.e., L(ab) = L(aw) = 3, including a LOS path and two
non-LOS (NLOS) paths. The channel gains of LOS paths
obey α

(ab)
1 , α

(aw)
1 ∼ CN (0, 1) and that of NLOS paths
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Fig. 3. Average effective achievable covert rate under different κab.

Fig. 4. Average value of D(P0||P1)− 2ϵ2 under different κab.

obey α
(ab)
2 , α

(ab)
3 , α

(aw)
2 , α

(aw)
3 ∼ CN (0, 0.01). The AoDs

and AoAs of all MPCs obey uniform distribution in [−1, 1].
Besides, the channel signal-to-noise ratio (SNR) is defined as
κ ≜ E{|α|2}/σ2, where α denotes the complex channel gain
of LOS path and σ2 denotes the noise variance. |α|2 obeys a
chi-squared distribution with DoFs k = 2 since α ∼ CN (0, 1).
Hence, we have E{|α|2} = 2 and κ = 2/σ2. The maximum
transmit power in the BA and the DT phases is set to be
PBA

max = PDT
max = 1. The value of Q is set as 0.13, 0.033 and

0.0083 for Nt = 8, Nt = 32 and Nt = 128, respectively. K
is set as 0.375 and 0.475 for MISO and MIMO, respectively.
And ϵ is set as 0.1.

As shown in Fig. 2, we evaluate the BA success rate under
different κab for four different scenarios. We fix n = 500,
Nt = 32 and Nr = 8. It can be seen that the BA success
rate of covert scenario is much lower than that of non-covert
scenario because the transmit power of the BA phase under
covert scenario is smaller than that of non-covert scenario in
order to satisfy the covertness constraint. In addition, MIMO
covert scenario needs to send Nr times training symbols of
MISO covert scenario while the former still needs to satisfy
the same covertness constraint as the latter. Hence, MIMO
covert scenario needs to reduce Pa, which further decreases
the BA success rate. In this way, the BA success rate of MISO
is higher than that of MIMO under covert scenario.

As shown in Fig. 3, we further evaluate the average effective
achievable covert rate under different κab for MISO and
MIMO. Different numbers of transmitting and receiving anten-
nas and symbols are considered. It is shown that the average
covert rate increases with κab for both MISO and MIMO.
Besides, the average covert rate of MIMO is higher than that
of MISO with the same number of symbols. The gap between
MIMO and MISO enlarges with the increase of κab, since
the beamforming gain of MIMO is much larger than that of
MISO. When n raises from 500 to 5000, the average covert
rate decreases, since the number of transmit symbols increases

and Pb decreases to satisfy the same covertness constraint in
the DT phase. Moreover, the average covert rate gets larger
with more transmitting and receiving antennas. More antennas
contribute to narrower beams, larger mainlobe gain and smaller
sidelobe gain, which further reduces the chance of being
detected by Willie and improves the average covert rate.

As shown in Fig. 4, we compare the average value of
the covertness constraint under different κab under the same
settings as Fig. 3. It is seen that the covertness constraint can
be well satisfied. The value of D(P0||P1)− 2ϵ2 decreases as
κab increases, since larger κab results in higher BA success
rate, which further decreases the chance of being detected
by Willie. In particular, the value of D(P0||P1) − 2ϵ2 for
MIMO is larger than that for MISO and gets larger with more
transmitting and receiving antennas, which demonstrates that
MIMO achieves a better tradeoff between the covertness and
the data rate than MISO.

V. CONCLUSION

In this letter, we have considered the covertness in both the
BA and the DT phases for mmWave MIMO communications,
where the BA phase adopts the beam sweeping method. Then
we have proposed a two-stage power optimization scheme
and given the closed-form solutions of the transmit power for
aforementioned two phases. In the future, we will extend our
work to mmWave MIMO with hybrid beamforming.
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